We're heve because
they’re out there/!
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% Open a family e-mail account for younger children

% Create gender neutral screennames, and email addresses to
help protect your child’s identity

% How many people are on your child’s “friends list’, and do they
know them in person or as an “online” friend?

% Has your child been tagged in any inappropriate pictures on
their friends social media accounts?

% Remove inappropriate content, and personal information

% Be aware of other places your child may be going online, like
the library, friends’ homes, etc.

% Check your privacy settings, and be careful of the type of
information and/or pictures you are posting about/of your child

¢ Establish cell phone rules

% Review cell phone records for unknown numbers, and late
night calls

%+ Research security settings, and safeguards for cell phones

< Remind your child of the possible social, academic, and legal
consequences of sending a sexually explicit image or text.

We're here...because they're out there.

https://www.sandiego.gov/sdicac




Primary

The Internet is where | learn and play
But | have to be careful everyday

So | pledge to be safer online

And follow these rules all of the time: _%:

L
1 | will tell my trusted adult if anything makes me feel sad,
scared, or confused.

2
| will ask my trusted adult before sharing information like
my name, address, and phone number.

3 ! won't meet face-to-face with anyone from the Internet.

E_

I will always use good netiquette and not be rude
or mean online.

] 3 Watch videos and play games at NetSmartzKlds.org
A HE Copyright @ 2010 Natlonal Center for Missing & Expleited Children, All rights reserved. Animatad Characters
NATIOKAL GENTER FOR MISSING & EXPLOITED CHILDREN Copyright @ 2000-2010 National Center for Missing & Explaited Children and Boys & Girls Clubs of America. Al rights reserved,




Intermediate

I will use the Internet responsibly. That means
making smart decisions about what | look

at, who | talk to, and what | say. | pledge to be
safer online by following these rules:

| wiil tell my trusted adult if anything makes me feel sad,
scared, or confused.

| will ask my trusted adult before sharing information like
my hame, address, and phone number.

| won't meet face-to-face with anyone from the Internet.

| will always use good netiquette and not be rude
or mean online. |

Watch videos and play games at NetSmartzKids.org
Copyright © 2010 National Center for Missing & Explolted Children. All rlghts reserved, Animatad Characters
Copyright @ 2000-2010 Natlonat Center for Missing & Exploited Children and Boys & Girls Clubs of America. All rights reserved.
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B SEREE

t understand that using the computer, cell phone, and/or other electronic device is a privilege
that is subject to the following rules:

I will ask my parents’ permission before joining any social media site.

| will allow my parents to set my privacy settings and parental control settings on all of my accounts.

I will give my parents my passwords for all of my social media accounts. '

| will respect other people’s privacy and be courteous when posting photos or other content about them.
| will NOT give my passwords to anyone other than my parents.

| will NOT lie about my age online.

| will NOT post or share: my name, age, address, phone number, school, interests, or other personal
information, without my parents’ permission.

| wili NOT click or remain on a page that says “for over 18 years only”.

| will NOT post or share photos of me, family or friends without my parents’ permission.

| will NOT post or share offensive or inappropriate images, language, video, or other content.

| will NOT allow my phone, tablet or other devices to interfere with sleep, school work, and face to face
relationships.

| will NOT meet anyone in person who | have met through social media.

| will NOT engage in online bullying including leaving unkind comments on others’ posts or photos.

| will let my parents know if | am the victim of online bullying.

My time limits for online use are:

Consequences

} understand that | risk the following consequences for violating any of the above:

1.
2'.
3.

!

, agree to the above conditions for using social media. | also understand that my

parents are setting these conditions because they love me and want to keep me safe.

Signature/Date:

Parent Sighature/Date:
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and internet safety rules and usage contract

Before you get started read these 3 statements out loud and initial them.
- 1. | am being trusted to be a responsible young adult and act in manner that would make my
family proud
. 2. Nothing on the internet is private and will get passed around
- 3.  People online are often times NOT who they say they are
4. People are not always truthful online

| understand that using the computer, cell phone, internet and/or other electronic devices is a privilege that | will
NOT misuse AND is subject to the following rules:

| will allow my parents to set my privacy settings and parental control settings on all of my accounts and
devices.

| will not bring my chone or device into the restroom or into my private bedroom at any time. | understand that
my parents can inspect my phone or device at any time.

| will give my parents my passwords for alt of my devices, user accounts and social media accounts.

| will ask my parents’ permission before joining any group, social media site, or other online forum.

| will not send or take embarrassing photas of myself, my family, friends or others.

I will stop what | am doing and immediately get my parents or an adult, | trust, if someone asks to meet me in

person. (*This is a very serious matter and is NOT to be taken lightly.) .
| will stop communicating with someone if the conversation gets uncomfortable, or if crude or inappropriate
language s used.

| will NOT lie about my age online.

| will NOT click or remain on a page that says it Is for pecple older than my current age (e.g. for 18 years cld or
older only".)

I will NOT give my passwords 1o anyone other than my parents.

| will NOT post or share: my name, age, address, phone number, school, interests, or other personal
information, without my parents’ permission,

{ will NOT post or share photos of me, family or friends without my parents’ permission.

| will NOT post or share offensive or inappropriate images, language, video, or cther content.

I will NOT zllow my phone, tablet or other devices to interfere with sleep, schoof work, and face to face
relaticnships.

| will NOT meet anyone in person who | have met online, even if they are friends of friends.

| will NOT engage in person to persan, cell phone cr any form of online bullying including leaving unkind
comments on others’ posts or photaes.

| will let my parents know if [ am a victim or witness of online bullying.

| will never upload or download pictures, games, music or videos without parental consent.

Consequences
| understand that | risk the following consequences for violating any of the above:
1. My phone, internet, and non-school access to electronic devices will be eliminated until my parents say

otherwise

L , agree to the above conditions for using sccial media. |also understand that my
parents are setting these conditions because they love me and want to keep me safe.

Signature: Date:

Parent Signature: Date:




When discussing personai safaty,
empower children by helping

them learn what to do if they find
themselves in a threatening situation,
Tell children:

s Atrusted adult is someane like your
maom, dad or teacher who makes you
feel safe, helps you and listens fo you,
You can tell a trusted adult any time
you feel sad, scared, uncomfortable
or confused,

+ Ask me or another trusted aduit first
bafore going anywhere, halping anyone,
or accepting anything.

s It's important to stay with me or the
trusted adult in charge when you are
away from hame.

» Let's learn your full name, home
address and telephone number. 1f we get
separatad, knowing this information can
help you get home.

» Some of the body parts your swimsuit
covers are private, §f anyone touches
you there or anywhere else in a way that
makes you uncomfartable, you can say
“neo" ~ even if that person is 2 grown-up.

Whether on-
or offiine, one of the
most important safety
. messages for chitdren
| istall a trusted aduit,
Children shonld know
they can talk to you
about anything
that happens.

strangers

for private parts,

) do differently the next time.

even when you disagree,
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what to Talk About

When discussing online safaty, focus
on helping children learn behaviors
that minimize risks. Tell children:

» Our family has rules about what you can
do online in order to help keep you safe,
You may not like all of these rules, but
it's important that you follow them,

We should be polite and traat others
with raspect while online.

lust because something is enline does
not mean it's true.

Ask a trusted adult before sharing
information like your name, address or
talephone number,

« Not everything online is meant for

- children. It's not your fault If you
-accidently see these things, but you
should tell me about it so we can deal
with it together,

discuss the methods would-be abductors may use
such as offaring treats or money, asking for help, or offering
to show an animal.

i Role-play. Don't just talk about safety. Practice it! For
example, have children practice yelling, kicking, and
pulling away when discussing what to do if someone tries
to take them,

Don't skip the hard stuff. It can be hard to tatk about
some safety issues, especizlly those involving sexuality, Set
tha foundation early by talking openly with your children about
their bodies. For example, teach them to use the correct namas

Keap calm. Children make mistakes. If they break a safety rule, remind
them why you set it and enforce the consequences. Then talk about what they should

' Listen, Encourage your childran to talk about their concerns and listen respectfully -

Toke2b.0rg

Copyright & 2007-2014 Nalional Cenler for Missing & Exploited Children, Al rights reservedt
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Whether on- or
offline, one of tha
most important safety
messages for children
is teli a trusted adult,
Chifdren should kinow
they can talk to you
about anything that
happens.

what to Talk About

When discussing personai safety,
empower children by helping

them learn what to do if they find
themselves in a threatening situation.

Talk to children about:

« The methods would-be abducters may
use like offering treats and money,
asking for help, or offering to show
an animal.

Never accepting anything or going
anywhere with anyone without your
parmission.

-

Staying with & friend when going places
and asking for permission hefore
changing plans.

Saying "no” to anyone who makes them
feel scared, uncomfortable or confused
— even grown-ups, No one has the right
to touch them in private areas without
thelr parmission.

How to tell if someone is trustworthy.

A trustworthy friend or adult will not
ask or pressure you into doing anything
dangerous or inappropriate,

next time.

if a problem arises.

When discussing online safety, focus
on helping children learn behaviors
that minimize risks, Talk to children
about:

» Respecting others online and not
cyberbullying. Children should not join
in if someona is being cyberbullied; thay
should report it instead.

Mot trusting everything they read

or everyone they meet online. Teach
children methods for verifying anline
information, like triple-checking
websites’ information,

+ Not sharing personal or revealing
information online. Informaticn
shared online can be permaneant and
far-reaching.

« Telling a trusted adult if anyone anline
makes them uncomfortable, asks for or
shows them revealing photes, or asks
to meet offline. Help your child make 3
repart to waaCyberTipline.com,

How to Talk About It

Sat boundaries, Be clear with children about your family's
safety rules and the consequences of breaking them. Consider
creating a family contract,

Role-play. Don't just talk about safety. Practice itl For
example, pretend to be a friend asking your child to
engage in a dangerous or inappropriate activity. Have your
child practice saying “no.”

Keap calm. Children make mistakes. If they break a
safety rule, remind them why you set it and enforce the
consequences. Discuss what they should do differently the

Don't skip the hard stuff it can be hard to talk about
soime safety issues, espacially those involving sex. But keeping
qulet about them may make it difficult for your child to talk to you

1 Listen, Encourage your children to talk about thelr concerns and listan
respectfully —even when you disagree,

TakeZa.0rg
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what to Talk About

When talking about personal safety, When talking about online safety,

focus on messages that help teens focus on messages that help teens
protect themselves when without understand how their actions online
adult supervision. Talk to teens about: can affect them offline. Talk to teens
« Looking out for themselves and their about:
friends by staying together when « What information is OK and not OK to
going places. share ontine, Help them understand

how inappropriate comments and
images may negatively affect academic
and employment opportunities.

Checking in with you or the adult in -
charge before changing plans.

» Not accepting rides or gifts without
your permission -~ even if they are fram
casual acquaintances.

+ Not sharing nude images or “sexting.”
Remind teens to not send, ask for or

forward sexts.
¢ Saying “no” to anyone whao tries to

prassure them into unwanted activities
such as drugs, alcohol or sex. Remind
teens that a trustworthy friend or
adult will not pressure them into doing
anything dangerous or ingppropriate.

o Creating positive online envirenments
hy standing up for peers who are being
cyberbullied, Instead of Jaining in, teens
should report cyberbullying to the
website on which it cccurs and tell thelr

- 'iand enime safety trusted adults,
you Can usé to start,_}}a Frr » Not pressuring their peers to take
. tonversation. - part in-cyberbullying, sexting or other

inappropriate behaviors online,

Reporting anyone who makes them
feel uncomforiable, asks for or shows
them revealing photos, or asks to
meet offtine. Help your taen report to
wiww.CyberTipline.com

Encourage
your teens to have
regular conversations
about thair lives with
you or another trusted
adult, Teens should know
they can count on your
support o matter
how difficuit the
situation.

Don't exaggerate. Teens may dismiss you and the risks,
Help tham understand your concerns and how your family
rules are meant to keep them safer.

Sat boundaries. Be clear with teens about your family's
safety riles and the consequences of breaking them,

Keep calim. Teens make mistakes. if they break a safety
rufe, remind them why vou set it and enforce the consequencas.
Discuss what they should do differenily next time.

"~ Don't skip the hard stulf. it can be hard to talk about some
- " safetyissues, especially those invoiving sex. But keeping quiet about
them may make it difficult for your teen to talk to you if a problem arises,

¥ Listen. Encourage your teens to talk about their concerns and listen respactfully ~
even when you disagree.

Talk often. It's important to remind teens of your safety rules —and the reasens you set
them — on a regular basis. The more often you have these conversations with your teens, the
easier it will bacome,

-%@.ﬂ%ﬁ%’ﬂ&-
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WHAT YOU SHOULD KNOW...

What if I'm
Cyberbullied?

Don't respond. If someaone bullies you, remember that your reaction is usually, exactly
what the bully wants. It gives him power over you.

» Don‘t retaliate. Getting back at the bully turns you into one and reinforces the bully’s
behavior. Help avoid a whole cycle of aggression.

« Save the evidence. The only good news about digital bullying is that the harassing
messages can usually be captured, saved, and shown.to someone who can help. You
need to do this even if its minor-in case things escalate.

o Talk to a trusted adult. You deserve backup. It's always good toinvolve a parent but if
you can’t, a school counselor may be able to help. If you are nervous about making
a report, see if there is a way to report it anonymously at school.

» Block the bully. Use preferences or privacy controls on your phone or computer to
block the person.

« Be civil. Research shows that gossiping, and trash talking increases your risk of being
bullied.

» Don’t be a Bully. Treat others the way you would like to be treated.




MNTAATHI AZ10TDE T ONISSIN E0 AN TWYNOLLYN ZI0T BT uew
1331014 31T LRI 7§ ISUISIL] Med
Bunxa] § SPUCUGHIBIS sUIs)
EPUBLY TRYUST

-peatasss SUBE Iy “URIPRYD pauo ¥ BuIssirg 0181080 PUOneK ZT0T © MTuddes -@.:Dr.—ﬁu.._ WEM‘ m.. Wﬂ.mrsJ__’ﬂ-
sjaeygdi] /31073 RuISIaN HSIA S92IN0SS] DI0W iG] Hodal suaal  ul T nogy |

LA R RS RSB A RS NENITNESRETEREESFEIRESESERANEESNEESERESERSENERNEN N TREYEERERSHNE NN O.Q,Q‘U‘.ﬁ LR RN R L

'sdde u_:_w.”_m&_mnm\s,.u_m_.summta m.mmm.muom. :
Phyo Inok j1 syoene QuUNoes 0} 8IQeIUINA
~ Stauoydyews e 4aInduico eayifI1snr -

A[ales ssuoydiiews asn
plIuo 1noA disy ue2 NoA 1BY] 05 spiengales
M3t e usws|dLUl pue sysU Sl pURISISpUN

0] 2WI1 WOS 2Ye] "PlIYd JnoA 01 1240 3UD
Suipuey usym paLLIoM B[] 8 29 1YSIW nok os
‘sio1NdWod a1 Ajenussss ale sauouduewg

¢AdVISHOLHVINS

“aujuo BuiylAue s1sod plys Jnok uaym
SuiBBer-uoneso| ajgesIp 0} JUBM J1,N0A ING |
‘sdewl guisn Uaym INJISN BIR S3INIBA S4D

*S90]A19S UOREDO| PUEISISpUN *G

- muaiuoo Jayy sacudde pue.
sanjigeded J18y) PUBISISPUNNOL 2INS OB -
"pepeojumop-aie K3y} e10joq sdde axoddy "§

. "saxuRunoss
JuELIodW; UIRIOO US1JO.SUOISIBA MaN
- wayshs Superado o exepdn T

*ouoyd BY} UO PaI0}s . "sojoud-popeoidn pue. |

uonewLcul [euosiod BUISSE0dE WO PHYD - s150d SUNUO USNOIY} UORESO] S, PIYS-INOK.
INOA pue noA Ing SUCAISAS dosy [|IM SIYL : _m.m>m‘_ cmo...mcozatmEm..nw_.@mcm._wmw -4
“uopoajold piomssed.dn 305 ‘g R -~ NOLVD01039 s
‘swiajqoid Aue YIm NOA 0 aLlod. : "SI9YI0 AjInasgAd 01 ssnunyoddo
1™ PHUD JNOA 0s UBd0 9 ING YoIABYSG ~ 210w aAey Jo Fuikjingiegho 01 sjqndeosns
s1eudoiddeul Joy S30Uanbasuco puB s} _ 2401 9q ABW PIYD-ANOA ‘SaucyduieIus
awn Buipnjoul ‘sauiloping Jesio ysiqels3 _ 4O AJANOBULICD JUBISUOD OUL UIM -

“a9inosal e pue jualed e oyg L . . U ONIXKTINGUIFAD =

‘.-QlI'tl..8..’.‘ﬂ...‘.‘....‘“.9‘"“QO!‘III...‘O.‘.'..'E

AL AR R SR RN EEEEEE S LR RN g S R R N T R R L LY Dy T T N I arurayare.

iINOHdLYVINIS IHL NVHL
UFLUVIA'S 38 OL SAVMS SHUSIY H1



syosusdll /BIoZUBWISION

AU1iomysT Jou Algeqodd St UM S{gRHI0JUIOIUN &1 NoA
FUIPSILOS op 01 NoA 1938 01 SO} oUm SU0AUE TRyl JsqLUSLUSY 1SNl
NoA JNPE Ue 01 3l pUL Ul 8AfF 1,Uop ‘a1njaid |Bnxss e puas o] noA

S3UNS53Ud INOANY Ji

~auoAue 01 agew!

U1 pIEMIC] 1, UOP 08 ‘Apoq A[8Ul 995 PINOYS OuUM apIosp Ot NCA

o} dn 1ou 53] "3jno1pu [enuelod o] wok Bulsodxs pue 1Shly 19}
Funeola a1 NOA “JUSSUDD IBYL INOYUM SUOSLUOS 10 sin1old [BnXss e

QHYMHOS NOA I

U0 0S5 pue ‘spusll] Spuslt Jiayl pue ‘spualll
29U v dn pua Alisea pInod puatyiiz 1o pustiiog B 0l puas noA
1BUAA “18AR AR SFBU SIU] a19UYM [01IUCD 1,UED NOA 1B Iaquiawal

(N3S DNILLH 340439

895 01—IsA01dILS INOA 10 ‘AllWEL INOA ‘SI8UDED] IN0A ‘SEIBLLISSE|D
IN0A—3LI0AIBAD JUEM T, UDJNCM NOA 12U J19SIN0A 10 S5

AAVL MAATN

“LOREBRSIAUL 2010d

g 908) UsAd pue ‘saryunuoddo [euoiizonpe 8so] ‘uofleljiwny a3ep
‘sieal s30ds JO J10 PSYaD 198 PIN09 NOA NOA JO 11 )l UBAS ‘esial
3U0SWOS Jo NI [Bnxos e uipIemio) 1o ‘SUipuas “Sunel E_

SIONINDISNOD FHL LNoaY mz_ﬁ

|

Suo9j 10}

ONILX3S

JUIADI 0} sd]] V™

7

e

&,

3

NIAATHS AAUOTIND 2 ONISSIN H0 S INAD TNOLYN
BHLIO WYH203aY

wiEy D

~paalesal SIEN 11V "Ua1PIIyD pancidxa B BulssI J0) J91U8) [eUOREN ZTOZ @ WEAdeD

F10"ZILWS]ON HSIA S8AIN0S3) i0W 10]

ZSIBL10 AQ US9s oq (M uosiad
U0 10} PapUSILY SI8ESSIW pUR SSZeWl 12U U SI AJ9)i] MOH -

sauoyd j[eo noA yum asnord
p3YEU B pJEMI0L 10 pUSS NoA Ji noA 0] usddey pinoo 1RUYM »

EAUM
Sodewl 10 s98essall XS, PUSS 01 MO S, U UYL NoA o

. Jaamoid |enxas
J0 8pnu B puss 01 NoA painssaid 0 PaYSE JaAd SUQALER SEH «

Zauoyd |82 InoA U0 aunjaid payeu B paalgdal 19AS NoA ARy «

DIYD oA Yum iiEl Sugxes,, o) eaey
noA djoy 03 $191IE1S UDISSNOSID JIGS DIk 319H

WIS} puss 01 painsssid Suleq aig

10 sojoyd syelidosddeur sasaai ASUy I NOA 01 323 01 plele 30U 28 Aoyl eyl

0S UaJp{IL2 INOA UUM UONESIUNLUIOD 1O Saul Uado uiguieus o] A1) “Bunxes
S1 PIYS JIBU3 12U MOLUX 01 SUC 15| 943 94 O sluem uelpiend 10 wuased oy Y

LSURXSE S| pHYT AW JI Mouy § Op MOH D



ROBLOX

How to Disable Chat

. Log into the account.

. Go to your Account Settings page by clicking on the gear-icon, located in the upper-right

corner of the page followed by Settings. ...
. Click on the Privacy tab and under "Who can chat with me in app?", select No one.
. Scroll to the bottom of the screen and click Save.

How can | see what my child is doing on Roblox?

Roblox does have several ways to see the history for certain account activities. When
logged in, you can view the following histories from their related sections:

Creations such as games, items, sounds, ads...etc (Create)

Private message history (Messages)

Friends and Followers (Friends)

Virtual item purchase and trade history (My Transactions)

To view the account's website chat history with other players, you will need to open the
Chat & Party window, located in the bottom-right of the page. Once this window is
opened, you may click on any of the listed users to open a window with the chat history
with that particular account.

How to Block Another User

Here at Roblox we encourage all of our users to help us maintain an environment that is both
safe and fun for everyone, However, we know that sometimes players may not follow all of
the Roblox-Community Rules. While it is definitely good to report any rule violations to our

moderators, sometimes you may wish to keep certain users from being able to talk to you at all,

This can be accomplished by blocking them.

For information on how to report another user or content breaking the rules, please read
the Reporting Abuse help articie.

Blocking another user

To block another user on the website or mobile app:



INFORMATION FOR PARENTS

The National Center for Missing & Exploited Children Cybertipline to make a
Cybertip report:

https://report.cybertip.org

Education codes regarding Cyberbullying in School:

https://www.stopbulling.gov/laws/california/index.html

San Diego ICAC website — Internet Safety Guidelines, Parents Guide, Tips
for Parents, Socializing Online, Cyberbullying, Predators:

hitps://www.sandieqo.gov/sdicac

* Apple Parental Locks-
https://support.apple.com/en-us/HT201304

Apple devices only. Apple’s parental locks, aliow the parent to control use of
selected apps, downloads, and prevention of access to explicit content.
Free |

* Google Family Link-

https://families.google.com/familylink/

Android only. Manage apps, keep an eye on screen time, and set a bedtime
for your child's device. Free

e Facebook —

hitps://www.facebook.com/safety/parenis/gettoknow



